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26 Apr 2010

(b) DoD 7750.07-M DoD Forns Managenent Program
Procedures Manual, 14 May 2008

(c) Public Law 106-229, Electronic Signatures in d oba
and National Commrerce Act, 30 Jun 2000

(d) Public Law 105-277, Governnment Paperwork Elim nation
Act, 21 COct 1998

(e) Public Law 104-13, Paperwork Reduction Act, 22 My
1995

(f) FIPS 186-3, Digital Signature Standard, Jun 2009

(g) through (m, see enclosure (1)

Encl: (1) References (continued)
(2) Reference Location Table

1. Purpose. To establish electronic signature policy for the
Department of the Navy (DON) consistent with Federal and
Depart ment of Defense (DoD) policies.

2. References, Terns and Definitions. Location of references
is indicated in enclosure (2). Definitions used in this
instruction are provided in references (a), (b), and (c).

3. Scope

a. This instruction applies to all DONmlitary, civilian,
and contractor personnel.

b. This policy does not apply to any docunents that are
covered as “exenptions” or “exceptions” within reference (c).
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c. The policy and requirenents of the DoD and the Federal
Gover nnent take precedence over any conflicting requirenents of
this instruction. Inplenenting authorities should identify
conflicting policy to the DON Chief Information O ficer (ClO
for resol ution.

4. Background

a. Reducing Navy's reliance on paper transactions wll
i nprove information security and sharing, allow quicker access
to docunents, and reduce costs and environnental inpact.
Streanl i ning processes that required traditional witten
signatures and replacing themw th el ectronic signatures, when
practicable, is essential to the DON conplying with | egislative
and DoD nmandates for paperless processing. References (c)
t hrough (f) establish electronic signhature policy and
requi renents for the Federal Gover nnment

b. For this instruction, the term*®“electronic signature”
refers to an el ectronic sound, synbol, or process attached to,
or logically associated with, a contract or other record and
executed or adopted by a person with the intent to sign a record
(reference (c)).

5. Policy

a. Electronic signatures are to be acconplished using a DoD
approved process that utilizes Public Key Infrastructure (PKI)
certificates issued by DoD or a DoD approved external PKI.

Wer e personnel have not been issued PKI certificates,

functi onal managers and systemowners will determ ne the
appropriate electronic signature tool to use follow ng gui dance
provided in references (c), (d), (g), and (h). 1In cases where
an electronic signature solution is already in place,

organi zations will conply with these requirenents when

performng lifecycle upgrades or a technical refresh.

b. Al electronic signature solutions nust be certified and
accredited per reference (i), and tested and approved for
conformance by the Joint Interoperability Testing Comrand per
reference (j).
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c. This policy is not a nandate to replace hand-witten
signatures but rather a policy to adopt el ectronic signatures as
the preferred nmeans of conducting business transactions within
t he DON.

d. Oganizations with applications, systens, and busi ness
processes that use electronic signatures shall conply with the
f ol | owi ng:

(1) Conduct a legal review of the adopted application or
process to ensure |egal sufficiency, reliability, and conpliance
with existing laws and regul ations. Organizations should
consult reference (k) for guidance and conduct |egal research to
determ ne the current state of the law in the rel evant
jurisdiction. A DoD-approved digital signature process, wth
proper recordkeeping, assures data integrity and non-repudi ation
and shoul d satisfy nost |legal sufficiency and reliability
concerns. But, conducting a |egal review is prudent as unique
organi zati onal m ssions and practices nmay require processes that
provi de specific |levels of signature security.

(2) Ensure the adopted application or process affords
the signer the opportunity to review the information to be
signed prior to electronically signing a docunent. This could
be acconplished via a warning or nessage advi sing an individual
that he or she is about to digitally sign a docunent. This
war ni ng nmust allow the individual to cancel or exit prior to
signing the docunent. This does not apply to e-nuail.

(3) Enable an electronically signed docunent to be
converted to a paper copy as needed or required by |aw or
policy. Archive the paper copy per reference (I). |In addition,
any converted paper docunent shall indicate that the docunent
and or formwas digitally signed. Wen the digital signature
information is requested or required for record and or | egal
pur poses, the paper copy shall mnimally contain:

(a) A statenent or other indication that the
docurent or formwas digitally signed.

(b) Nanme of the individual who digitally signed the
docunent or form
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(c) Certificate policy identifier associated with
the certificate of the individual who digitally signed the
docunent or form

(d) Date and tinme docunment was signed.

(4) Ensure the integrity of electronically signed
docunents by retaining digital nmetadata or adequate contextua
materi al s such that each record can be authenticated, attributed
to the signer, and verified to be a full and accurate
representation of the transaction to which it attests, to
reflect the intent of the signer, and to be conplete and
unaltered. This provides the proper context and assists in
establishing intent when a user signs a particular docunent as
per reference (k).

(5) Archive electronically signed docunents follow ng
references (lI) and (n). Additionally, per references (k) and
(m, organizations should at a m ni num

(a) Ensure all of the information required to
validate a digital signature remains available for the |ife of
t he docunent.

(b) Ensure the integrity of an electronically signed
docunent in such a manner that records can be determ ned to be
authentic and reliable by tracking the chain of custody and any
changes that may occur (authorized or unauthorized) (reference

(k).

(c) Enbed the electronic signature in the content of
the record, or store it separately if it is not practicable to
enbed it. |If an electronic signature technol ogy separates the
signature fromthe rest of the record, it nust be associated in
sonme way and captured in a recordkeeping systemto preserve the
conpl ete content of the record.

(6) Maintain a list of individuals with know edge and
expertise regarding the various el ectronic signatures used by
the organi zation so that they can be easily located for use in
trial preparation and, if necessary, as witnesses at trial.
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6. Records Managenent. Records created as a result of this
instruction, regardless of nedia and format, shall be nanaged

per reference (M.

R J. CA
Department of the NaVy
Chief Information O ficer

Di stribution:
El ectronic only, via Departnent of the Navy |ssuances Wb site
http://doni.daps.dla.ml/
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REFERENCES (continued)

(g) OMB Memorandum M-04-04, E-Authentication Guidance for
Federal Agencies, 16 Dec 2003

(h) NIST Special Publication 800-63, ver. 1.0.2, Electronic
Authentication Guideline, Apr 2006

(1) DoD Instruction 8510.01, DoD Information Assurance
Certification and Accreditation Process (DIACAP), of
28 Nov 2007

(J) DoD CIO Memorandum, DoD-wide Digital Signature
Interoperability, 05 May 2006

(k) U.S. Department of Justice Publication, “Legal
Considerations in Designing and Implementing Electronic
Processes: A Guide for Federal Agencies,” Nov 2000

(1) National Archive and Records Administration (NARA) Records
Management Guidance for PKI Digital Signature Authenticated
and Secured Transaction Records, 11 Mar 2005

(m) SECNAV Manual 5210.1, Department of the Navy Records
Management Program, Records Management Manual, 16 Nov 2007

Enclosure (1)
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Reference Location Table

Ref Subject Location
a | CNSSI 4009, National http://www.cnss.gov/Assets/
Information Assurance pdf/cnssi_4009.pdf
Glossary, Jun 2006
b |DoD 7750.07-M, DoD Forms http://www._dtic.mil/whs/dir
Management Program Procedures ectives/corres/pdf/775007m.
Manual, 14 May 2008 pdf
c | Public Law 106-229, Electronic | http://frwebgate.access.gpo
Signatures in Global and .gov/cgi-
National Commerce Act bin/getdoc.cgi?dbname=106 c
(*“ESIGN), 30 Jun 2000 ong public laws&docid=f:pub
1229.106.pdf
d |Public Law 105-277, Government | http://frwebgate.access.gpo
Paperwork Elimination Act .gov/cgi-
(GPEA), 21 Oct 1998 bin/getdoc.cgi?dbname=105 c
ong public laws&docid=f:pub
1277 .pdf
e |Public Law 104-13, Paperwork http://reginfo.gov/public/r
Reduction Act, 22 May 1995 eginfo/pra.pdf
¢ | FIPs 186-3, Digital Signature http://csrc.nist.gov/public
Standard. Jun 2009 atlgns/flps/flpsl86—
? 3/fips 186-3.pdf
g | OMB Memorandum M-04-04, E- http://www.whitehouse.gov/0
Authentication Guidance for MB/memoranda/fy04/m04-
Federal Agencies, 16 Dec 2003 04 .pdf
h [ NIST Special Publication 800- http://csrc.nist.gov/public
63, ver. 1.0.2, Electronic ations/nistpubs/800-
Authentication Guideline, 63/SP800-63V1 0 2.pdf
April 2006
i |DoD Instruction 8510.01, http://www._.dtic.mil/whs/dir
Information Assurance ectives/corres/pdf/851001p.
Certification and pdf
Accreditation Process (DIACAP)
of 28 Nov 2007
J | DoD C10 Memorandum, DoD-wide http://www._doncio.navy.mil/

Digital Signature
Interoperability, 05 May 2006

Download.aspx?AttachlD=581
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Ref

Subject

Location

U.S. Department of Justice
Publication, “Legal
Considerations i1n Designing
and Implementing Electronic
Processes: A Guide for
Federal Agencies,” Nov 2000

http://www.usdoj.gov/crimin
al/cybercrime/eprocess.pdf

National Archive and Records
Administration (NARA), Records
Management Guidance for PKI
Digital Signature
Authenticated and Secured
Transaction Records, 11 Mar
2005

http://www.archives.gov/rec
ords-mgmt/policy/pki._html

SECNAV Manual 5210.1,
Department of the Navy Records
Management Program, Records
Management Manual, 16 Nov 2007

http://doni.daps.dla.mil/SE
CNAV%20Manuals1/5210.1%20CH
-1_pdf
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